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PROPERTY BULLETIN #002, FY18 

 

SUBJECT:  Department of Commerce (DOC) Digital Signature on the Optional Form (OF)7-

17, Property Pass, Policy 

 

EFFECTIVE DATE:  November 15, 2017 

 

EXPIRATION DATE:  Effective until canceled or superseded 

 

SUPERSEDES:  Not Applicable 

 

BACKGROUND:  The Department of Commerce’s (DOC) Personal Property and 

Transportation Division (PPTD) is implementing a requirement to use digital signatures as a 

standard business practice for signing the OF7-17, “Property Pass.”  A digital signature is a 

mathematical scheme used to authenticate the signatory of a document.  A digital signature is 

only valid when it includes the common name (CN), which is the name of the signer and their 

federal identification number that is embedded in their Personal Identity Verification (PIV) or 

other approved smart identity card.  This gives the recipient greater assurance the document was 

created by the authenticated sender/signatory.  It also confirms the document was not altered in 

transit.   

 

PURPOSE:  The purpose of this property bulletin is to establish the application and use of 

digital signatures as the standard business practice for the OF7-17, “Property Pass.”  

 

PROCEDURES/APPLICABILITY:  This policy establishes the requirements for the adoption 

and use of digital signatures as a standard business practice for property passes issued by a 

Property Official after November 15, 2017.  Property passes with an issue date prior to 

November 15, 2017, with a physical signature or digital signature will be acceptable.  Digital 

signatures must be accomplished using the credentials of the PIV card or other approved smart 

identity card issued by the Department.  DOC PIV cards or other approved smart identity cards 

have the necessary certificates to execute a digital signature, which are used in the authentication 

process performed by the certificate authority to validate the signature.  With the issuance of this 

policy, the PIV card or other approved smart identity card will constitute the only approved 

source of certificates to create a digital signature. The sample property pass included in this 

bulletin provides an example of a valid digital signature with the required CN highlighted for 

reference. 



 

 

 

 
 

 

REFERENCES:  44 U.S. Code Chapter 35, Subchapter III - Information Security, the 

Electronic Signatures in Global and National Commerce Act (2000), the Uniform Electronic 

Transactions Act (1999), the OMB Memorandum M-0524, “Implementation of Homeland 

Security Presidential Directive (HSPD) 12 – Policy for a Common Identification Standard for 

Federal Employees and Contractors,” and the U.S. Department of Commerce Digital Signature 

Policy (Version 1.0) 

 

OFFICE OF ADMINISTRATIVE PROGRAMS:  Gordon Alston, Acting Director, 

GAlston@doc.gov, (202) 482-0753. 

 

PROGRAM MANAGER CONTACT INFORMATION:  Scott Davis, Director, Personal 

Property and Transportation Division, WDavis@doc.gov, (202) 482-7972. 
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